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) B (Hierarchy )

- E=HIBBRRAITIRES
- EEEIEREUE R AR

"

$ mount | grep "type cgroup
cgroup on /sys/fs/cgroup/systemd type cgroup (rw,nosuid,nodev,noexec,relatime,xattr,name=systemd)

cgroup on /sys/fs/cgroup/net_cls,net_prio type cgroup (rw,nosuid,nodev,noexec,relatime,net_cls,net_prio)
cgroup on /sys/fs/cgroup/devices type cgroup (rw,nosuid,nodev,noexec,relatime,devices)

cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup (rw,nosuid,nodev,noexec,relatime,cpu,cpuacct)

cgroup on /sys/fs/cgroup/freezer type cgroup (rw,nosuid,nodev,noexec,relatime,freezer)

cgroup on /sys/fs/cgroup/blkio type cgroup (rw,nosuid,nodev,noexec,relatime,blkio)

cgroup on /sys/fs/cgroup/pids type cgroup (rw,nosuid,nodev,noexec,relatime,pids)

cgroup on /sys/fs/cgroup/hugetlb type cgroup (rw,nosuid,nodev,noexec,relatime,hugetlb)
cgroup on /sys/fs/cgroup/cpuset type cgroup (rw,nosuid,nodev,noexec,relatime,cpuset)

cgroup on /sys/fs/cgroup/rdma type cgroup (rw,nosuid,nodev,noexec,relatime,rdma)

cgroup on /sys/fs/cgroup/memory type cgroup (rw,nosuid,nodev,noexec,relatime,memory)

cgroup on /sys/fs/cgroup/perf_event type cgroup (rw,nosuid,nodev,noexec,relatime,perf_event)
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- ChargePIERIBEEACHES ( KV/Anr_pages )

new = atomic long add return(nr_pages, &page counter->usage);
if (new > page counter->max) {

atomic_ long sub (nr_pages, &page counter->usage);

goto failed;
}
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) E{iIBSHIENclave

/_§ Penglai/5&3g Enclave

Open-sourced secure and scalable TEE system for RISC

View on GitHub Documentation Team Members

Overview

Emerging applications like artificial intelligence and autonomous car require high security-assurance,
which stimulates the wide-spread deployment of trusted execution environment (TEE), e.g., Intel SGX,
AMD SEV and ARM TrustZone. However, existing enclave systems are far from the ideal for three
reasons.

Not scalable: they can only support limited security memory (128MB in SGX) or limited
instances (15 instances in SEV);

Can't support high-performance applications, e.g., poor secure communication performance;
Still have security limitations, e.g., PT-based side channels in SGX.

Penglai isolation

Security

Name
emCrypt
CoreGuard
MultiZone AP
Secure loT Stack

MultiZone Sec
Enclave

Keystone Enclave

SecureRF
IntrinsiclD
T Enclave

PQSLIB / PQSOC

TEE &

Links

Website

Website

GitHub

GitHub

SDK, Enclave

Website,

Repositories

Website, SDK

Quiddikey

Website, GitHub

Website

License

Commercial, free for non:
commercial use

Proprietary

SC

MIT, GPLv2, GPLV3, Evaluation

license

aluation licer

BSD 3-clause

Proprietary
Proprietary
Mulan PSL v1

Proprietary

R @ xuaz @

Maintainers

SEGGER
Dover
Microsystems, Inc.

Hex Five Security
Inc

Hex Five Security
Inc

Hex Five Security
Inc.

Keystone Team

SecureRF Corp.
Intrinsic ID
IPADS

PQshield

http://penglai-enclave.systems/
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